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What can go wrong?

Mobileye self-driving car runs red light
during public demo

" MAY 22,2018

Companies continue to race at lightspeed to bring self-driving cars to market, but along the way, the robo cars have had
their fair share of incidents.

The latest error occurred in Jerusalem. While Mobileye showed off its latest self-driving car prototype, the vehicle ran a red
light during a press demonstration.

Bloomberg reported on the incident on Tuesday and Mobileye has since declared onboard television cameras interfered with

the car's own camera system. The self-driving car reportedly identified the red light, but electromagnetic interference cut the

signal, and the car crept through the intersection instead. D27JN TI9'7 10

Mobileye's safety driver let the car move through the intersection, likely as a valuable learning experience. DN TV DITNANY NIMIDN NJaI107

O v P 59K views 0:00/.0:35.:&) nay”

@newsisrael13

1/ This is a #Mobileye autonomous car, in a test drive
yesterday, failing to stop at red light - and going straight

ahesc, “It was a very unique situation,” he said, referring to the camera

The company, bought last year by Intel for 15bn dollars,
invited @news10 tech correspondent, @TalShorrer, to

show him e car's abies. (cont) crew. “We’d never anticipated something like this.” Shashua said

| ‘ Mobileye was also modifying the hardware designed to shield the

car’s computers from electromagnetic interference in order to prevent
similar incidents in the future. Mobileye’s Jerusalem fleet has continued to
operate and the company hasn’t received any complaints from automakers,
Shashua said.

9:04 PM - May 17, 2018
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Let us have a look at wireless communications under
electromagnetic disturbances!
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What does the European Law say about immunity
testing of wireless communication”?
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The Radio Equipment Directive

* What are the essential requirements

1. Radio equipment shall be constructed so as to ensure:

(a) the protection of health and safety of persons and of domestic animals and the protection of property, including the
objectives with respect to safety requirements set out in Directive 2014/35/EU, but with no voltage limit applying;

(b) an adequate level of electromagnetic compatibility as set out in Directive 2014/30/EU.

2. Radio equipment shall be so constructed that it both effectively uses and supports the efficient use of radio spec-
trum in order to avoid harmful interference.

3.  Radio equipment within certain categories or classes shall be so constructed that it complies with the following
essential requirements:
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The Radio Equipment Directive:
EMC testing for radios => the EMC Directive

Anticle 6

Essential requirements

The equipment shall meet the essential requirements set out in
Annex L

1. General requirements

Equipment shall be so designed and manufactured, having regard to the state of the art, as to ensure that:

(a) the electromagnetic disturbance generated does not exceed the level above which radio and telecommunications
equipment or other equipment cannot operate as intended;

(b) it has a level of immunity to the electromagnetic disturbance to be expected in its intended use which allows it to
operate without unacceptable degradation of its intended use.
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The Radio Equipment Directive:
ETSI EN 301 489-1

ETSI EN 301 489-1 v2.2.3 2019-11)

& >

HARMONISED EUROPEAN STAN DAR

ElectroMagnetic Compatibility (EMC)
standard for radio equipment and services;
Part 1: Common technical requirements;
Harmonised Standard for ElectroMagnetic Compatibility
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The Radio Equipment Directive:
ETSI EN 301 489-1

9.2.2 Test method

The test method shall be in accordance with

CENELEC EN 61000-4-3 [3].[clauses 6, 7 and 8.

The following requirements and evaluation of test results shall apply:

. the test level shall be 3 V/m (measured unmodulated). The test signal shall be amplitude modulated to a depth
of 80 % by a sinusoidal audio signal of 1 000 Hz. If the wanted signal is modulated at 1 000 Hz, then an audio
signal of 400 Hz shall be used;

e | the test shall be performed over the frequency range 80 MHz to 6 000 MHz with the exception of the exclusion
band for transmitters, receivers and duplex transceivers (see clause 4.3), as appropriate;

e for receivers and transmitters the stepped frequency increments shall be 1 % frequency increment of the
momentary used frequency:

e  the dwell time of the test phenomena at each frequency shall not be less than the time necessary for the EUT to
be exercised and to be able to respond:

NOTE: Dwell time is product dependent.

e the frequencies selected and used during the test shall be recorded.
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The Radio Equipment Directive:
Efficient use of the spectrum

ETSI EN 300 220-1 v3.1.1 @o17-02)

S =_',y/

EUROPEAN STANDARD

Short Range Devices (SRD) operating
in the frequency range 25 MHz to 1 000 MHz;
Part 1: Technical characteristics and
methods of measurement
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The Radio Equipment Directive:

EN 300220
Emsions oy o

Effective radiated power Receiver saturation at adjacent channel RX sensitivity level

Maximum effective radiated power Spurious response rejection

Duty cycle blocking Behavior at high wanted signal level
Occupied bandwidth Adjacent channel selectivity Polite spectrum access

Frequency error Bi-directional operation verification

TX out of band emissions

Unwanted emissions in the spurious domain
Transient power

Adjacent channel power

TW behavior under low voltage conditions

Adaptive power control
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The Radio Equipment Directive:

STANDARDS MEETING

EACH OF YOU HAS BEEN
CHOSEN TO REPRESENT
THE INTERESTS OF YOUR
RESPECTIVE COMPANIES.

AS YOU KNOW, THE
BEST WAY TO CREATE
STANDARDS IS TO
MASH TOGETHER A
BUNCH OF MUTUALLY
EXCLUSIVE PREFERENCES.

I HOPE T™M NOT THE
ONLY ONE WHO JOINED
THIS GROUP JUST FOR
THE LAUGHS.

Dilbert.com DilbertCartoonist@gmail.com
821 ©2011 Scott Adams, INC. /Dist. by Universal Uckck
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What about in-band testing?

Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore KU LEUVEN



If we would have an in-band testing standard,
will the wireless communications be safe then?

Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore KU LEUVEN



The exploding test plan

AC power: waveform distortion; DC content; What w:e"“::pes‘ peak levels, / All possible states of the digital system \
frequency variations; 3-phase unbalance numbers of occurrences / ~
repetition rates, and numbers of Tl: subset of system states ia:sdochh:' with th.ﬂ::zl: space”,
AC, DC power: voltage dips; dropouts; sags; swells; | Simultaneous independent sources e el D o e
fluctuations; flicker; interruptions (short and long) | ould occur throughout the entire E.g. Four 8-bit digitized + sixteen binary inputs
le? = an input space having 2°! (about 2-1012) possible states ]
Conducted low freque It nts:
o m.,mgwm,:‘;,? -ante Digital systems are non-linear, making it impossible to predict the behavior of any
? \untmd states based on the results from testing any percentage of the states
‘Radiated low frequency electric / magnetic fields: v v v
continuous; transient EtC... . 270°, vertical | Etc, etc, etc....
BhEs all | [ 180°, vertical | Location 2, +1kV,
Conducted high frequency voltages/currents: l 90°, vertical [ Location 2, -4kV,
continuous; transient (single and repetitive) Cable 2 all qu & vertical "~ Location 2, -2kV,
Radiated high frequency magnetic / electric fields: Cable 1 all kted 270°, horizontal Location 2, -1kV,
continuous; transient (single and repetitive) ; : h %[ 180°, horizontal ] Location 1, +4kV,
lm.m.umty testing all d e h' = Location 1, +2KV,
Radiated high frequency electromagnetic fields: Co:lt?:::nsltsag:x:nc:ed % ha sl il [ Location 1, +1k,
tinuous; transient (single and repetitive) 0°, horizontal ;
— O g pe RF, e.g. for each 1% |z | Location 1, -akv,
: . ' i frequency step Immunity testing all Location 1, -2kV,
|w h;’t freq:e;u::es, :naxumur: Electrostatic discharges: human; machine 100kHz - 100MHz digital states with | Location 1, -1KV,
evels, moduiation types, an (which increase significantly in both amplitude and e continuous radiated contact discharge
~_numbers of simultaneous rate of occurrence when relative humidity falls Several other types RF, e.g. for each 1%
independent sources could occur below 20%, and so depend on the weather, of immunity tests frequency step Immunity testing all
throughout the entire lifecycle? reliability of air-conditioning, etc.) not :hg'wnt;ebut W9ul: 100MHz - 10GHz [~ [digital states with ESD
probably be require
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Can we use the EMC risk-based approach for wireless
communications?
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Risk-Based Approach

* Follows a thorough systems-engineering approach

« Assessment of:
 the expected actual EM environment
« immunity and emission characteristics of equipment

* Then: Implement necessary measures (incl. non-technical)

« Some parts/equipment will be hardened more, some others less compared to
the “rule-based EMC-approach”
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Risk based approach

 Not new, this is well known

« Goal is to make sure your device works for the given environment, not more,
not less!

Applicable to wireless communications?
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Let us have a look at “EMC for functional safety” or
“"EM Resilience”
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Vehicle-to-X Communication

 Car-to-car

« Car-to-infrastructure
» Car-to-pedestrian

* Etc.

 Robust wireless communication
(5G) is key element!
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What is EM Resilience

« “A system is resilient if it can adjust its functioning prior to, during, or following
events (changes, disturbances, and opportunities), and thereby sustain
required operations under both expected and unexpected conditions.”

—Erik Hollnagel, author of the book “Resilience Engineering”

* Resilience of a safety-related system = the ability of the system to remain
acceptably safe despite unforeseeable events

» Electromagnetic resilience is the term given to the new functional safety risk-
management discipline that describes how to use techniques and measures to
manage functional safety risks as regards of electromagnetic disturbances
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So for us....

Risk-Based EMC )‘

EM Resilience
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|IEEE 1848 for wireless communications?
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IEEE 1848 A.3.25: Careful use of wireless (radio) data
communications

 Continuous transmission wireless communications
 |s TDMA enough?
« Can we use NOMA

» Co-existence testing and its lack thereafter in the EMC standards
* The use of heart beats

 EM diverse redundant channels
 The ANSI C63.27 co-existence standard and the AAMI TIR 69-2017 guide
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What can be added?

Transport Mode

Spectrum management

Use of near-fields

Antenna arrays

guus.leenders@kuleuven.be

Waves: Core Research and Engineering
(WaveCore), Technologiecampussen Gent en
Aalst

Gebroeders De Smetstraat 1

9000 Gent

KU Leuven kaart

lokaal: 02.B221

tel. £32 9331 65 47%

Wireless protocol diversity

The use of specific interference avoidance techniques
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What do we do @ KU Leuven campus Bruges?
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Dynamic avoidance of interf

Energy
. sensors

Article

Bluetooth Low Energy Interference Awareness Scheme and
Improved Channel Selection Algorithm for Connection

Robustness

Bozheng Pang '+, Kristof T’Jonck (), Tim Claeys (", Davy Pissoort >(, Hans Hallez "’ and Jeroen Boydens '

check for

updates
Citation: Pang, B, T'Jonck K.;
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Boydens, |. Bluetooth Low Energy
Interference Awareness Scheme and
Improved Channel Selection
Algorithm for Connection
Robustness. Sensors 2021, 21, 2257.
hitps:/ /doi.ong/10.33%0/521072257

! M-Group, DistriNet, Department of Computer Science, KU Leuven Bruges Campus, 8200 Bruges, Belgium;
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Belgium; tim.claeys@kuleuven.be (T.C.); davy.pissoort@kuleuven.be (D.P.)

*  Correspondence: bozheng.pang@kuleuven be

"

Abstract: Bluetooth Low Energy (BLE) is a popular wireless communication protocol heavily used in
Internet of Things applications. Nowadays, robustness is considered a key requirement in wireless
communication. However, radio interference from various sources may affect the performance
of BLE devices, leading to channel congestion. Therefore, there is a broadly recognized need of
methodologies capable of sensing and avoiding interference. In this paper, two improvements at
the data link layer for interference detection and channel selection are proposed to enhance the BLE
connection robustness. This paper also presents a wide range of experi | evaluations aiming at
validating the improvements and providing insights on both these improvements. Particularly, the
communication performance of the BLE link layer is assessed in terms of channel usage distribution,
supervision timeout ratio (STR) and packet loss rate (PLR) under different interference environments.
Results from these experiments (reliability over 97% and 99% under two different harsh environments)
highlight the effects of both improvements on the BLE robustness. Meanwhile, the authority of
scheduling the whole mechanism is given to the link layer and even the higher application layer.

This paper provides a set of solutions for BLE confronting interference in link layer.

Keywords: Bluetooth Low Energy (BLE); link layer; interference; channel selection algorithm; reliability;
robustness

erence In Bluetooth Low

)
|F - bozheng.pang@kuleuven.be

Gedistribueerde en Veilige Software
(DistriNet), Campus Brugge
Spoorwegstraat 12

8200 Sint-Michiels

KU Leuven kaart

tel. +32 50 66 49 72
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FIFO Operation and | ~~==~ channel_availability[37] "\
@ -@—

availability calculation [78,36,105,164,......,22,1,180,2]

channel_availability[37] N | ﬁ

[78,36,105,164,......,22,1,180,2] I channel_availability[37]
...... The channel map [78,36,105,164,......,22,0,180,2]

is NOT updated
availability aim |\ | "~ ﬁ

“““““ weighted_channel_map_01[37] =

‘/ . Channel calculation [0,0,34,34,...,0,0, 34,0]
A A A A based on availability

it

-
: ------
78 36 105 - channel_availability[37] ! a
channel[37] All the channels 1| weighted_channel_map_n[37] =
L0 1 2 , | areavailable .§ e 115;0,:0,15;......,:15,.0..0;0]
T c
I
availability_sum | Channel calculation e ;—-“j
= sum (channel_availability) existed in BLE stack & " New_weighted_channel_mag37]

Figure 5. The main logic for the improved CSA.

Table 3. The results of STR and PLR under different conditions (the * represents no data tested for that condition).

CSA #1 CSA #2 Improved CSA
fixed controlled Wi-Fi interference (after 10,000 connection events) SR Gl 227 G480
PLR 2.73% 3.26% 0.74%
* 0, 0,
random controlled Wi-Fi interference (after 100,000 connection events) SR oiads i
PLR i 5.65% 2.80%
uncontrolled Wi-Fi interference (after 100,000 connection events) AL ol sithid
PLR * 4.13% 0.72%
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A Novel Method of Removing the Influence of

Continuous Electromagnetic W

OFLC

IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY

M Systems

A Novel Method of Removing the Influence of
Continuous Electromagnetic Wave Disturbances in
OFDM Systems

Aleksandr Ovechkin @, Student Member, IEEE, Tim Claeys ©, Member, IEEE, Dries Vanoost ®, Member; IEEE,
Guy A. E. Vandenbosch @, Fellow, IEEE, and Davy Pissoort @, Senior Member, IEEE

Abstract—This article describes a novel technique for re-
moving the influence of a continuous wave (or narrowband)
electromagnetic disturbance in orthogonal frequency division mul-
tiplexing (OFDMl systems wlh qnadralm amplltude lnodulahon
nrphzse-slnl'l keying Th

ofhowa i
disturbance induces spectral leakage in the OFDM system. Using
this derivation, an algorithm is obtained that aims to cancel the
continuous wave electromagnetic disturbance by estimating its

into systems includi biles. Within the
automotive sector, there are six levels of automation [1]. The
sixth level does not require any supervision or a human in- lhe-
loop that presents signi! engineering chall
among other things, electromagnetic compatibility (EMC), reli-
ability, and safety. The IEEE 802.11bd and 5G New Radio (NR)
protocols are seen as the most probable ones to be used in au-

frequency, retrieving its amplitude and phase from the corrupled
OFDM frame. Note that the algorithm does not require any pnnr
lnformatlon about the dlstnrballce The proposed algorithm is
through covering different mod-
ulations, noise variations, and spectral leakage cases, and com-
pared with OFDM without the i
Through our il ion, it has been that for a
disturbance frequency not equal to one of the OFDM subcarriers,
the ulgorithm can estimate the disturbance frequency with high
precision, resulting in a gain of more than 80 dB when compared
to the case without the algorithm. For a disturbance frequency

vehicles [2]. Thy ication basis for these proto-

cols is orth 1 freq y division multiplexing (OFDM) [3].
OFDM divides its bandwidth into multiple subcarriers orthog-
onal to each other, allowing to eliminate guard intervals between
subcarriers (which are used in frequency division multiplexing)
and increase the bandwidth efficiency. By introducing orthog-
onal subcarriers, an OFDM system can reduce the intersymbol
interference due to multipath fading to a bare minimum [3].
However, despite all its advantages, OFDM is not flawless
and has drawbacks such as sensitivity to Doppler shift and

equal to one of the OFDM subcarriers, a simple coding

such as Hamming & interleaving enables the user to remove the
disturbance.

Index Terms—Continuous wa\e (CW) noise, elzclmmagnellc
i (EMD), noise
orthogonal frequency division multiplexing (OFDM).

frequency synchronization, high peak ge-p ratio,
and a di in efficiency due to the impl of guard
intervals [3].

The two new pi d pro-

tocols (IEEE802.11bd and 5G NR) will be used in
vehicle-to-everything (V2X) communication. Their main fea-

ave Disturbances In

aleksandr.ovechkin@kuleuven.be

Waves: Core Research and Engineering
(WaveCore), Campus Brugge
Spoorwegstraat 12

8200 Sint-Michiels

KU Leuven kaart

tel. +32 50 66 49 66°
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And many more...

The Need For and How To Evaluate Continuous

Wave Immunity of Wireless Systems used in V2X

Characterizing the Robustness of Wi-Fi and
Bluetooth against Continuous Wave EM
Disturbances inside a Reverberation Chamber
ESkT et HeGros

KU Leuven Bruges Campus
Bruges, Belgium

Dries Vanoost
ESAT-WaveCoRe, M-Group
KU Leuven, Bruges Campus

Bruges, Belgium
o

Tim Claeys
ESAT-WaveCoRe, M-Group
KU Leuven Bruges Campus

Bruges, Belgium
tim.

John E. Dawson Guy A. E. Vandenbosch Davy Pissoort

Abstraci—This paper describes an intal study of the suscepti-

Applications

Tim Claeys Aleksandr Ovechkin Dries Vanoost
M-Group M-Group M-Group
KU Leuven Bruges Campus
8200 Bruges, Belgium
b

KU Leuven Bruges Campus
8200 Bruges, Belgium

KU Leuven Bruges Campus
8200 Bruges, Belgium

Guy A. E. Vandenbosch
ESAT-Telemic
Leuven KU Leuven Bruges Campus
3001 Leuven, Belgium 5200 Bruges, Belgium
i be

Davy Pissoort
M-Grou

‘Vehicle-to-Person (V2P) and Vehicle-to-Network (V2N), or

Dept. of Electrical Engineering ESAT-WaveCoRe

in Intelligent Transportation Systems (ITS). In recent lterature

in the combined term Vehicle-to-Everything (V2X) (shown
in Fig. 1) aiding cooperative automotive driving. The goal

ESAT-WaveCoRe, M-Group = et
Universny o York KU Lewen Leuven by comparios betuces the twn st Ratho ACces ot 3 iy manly simed s making ransport safe, more
York, United Kingdom Leuven, Belgium Bruges, Belgium appear. Yet none of them consider si efficient and provide information to the vehicles. In general
ol T ol meternee e o o ha e {he tem ntligen Tramsport Sysems (TS) i usd for he
ac oocor T e In e oger v Al naming of tmveporttion sysirs sach 1 cars, sgicuues
m;'::::‘lm ,'::‘;II"':;";“I:';‘:“"".'"“"'“""' are proposed y picies trucks, cte. In Europe a directive 2010/40/EU [1]
et o e BT has b wien in eder i ceae  famework (o mplemcot
e e cse Kinds of ransporation sysiems. Using delegte acts,
Abstract—This paper describes a detailed test setup and devices topped 18.2 billion in 2020 [2]. Note that there are frequency CW simulations are nearly ""P-""f to "-‘""‘ the directive can be. led. For example, a
procedure i charateiz the robustnes of W3 and Bluctooth othr wircesstechnologis, which ar also widely used (LoRa, due to the large amou: it delegate act about the communication of these systems and
1.2 against continuous wave electror disturbanc - their reliability, etc.

Sigfox, Zigbee, LTE, G NR, etc). With such a big increase
in devices, the allocated working bandwidth for each device
can overlap what leads to Electromagnetic Interference (EMI).

a reverberation chamber. Bluctooth 4.2 robustness was also
characterized by continuous broadband noise. These experiments
aim to reveal the susceptibility of commonly used wireless com-

Therefore, a rabie tst meibod in

‘munication protocols against continuous wave noise. Results

that Wi-Fi3 has an abrupt ris in the packet error rate (up (o

= 1007%) when the coninuous wave nise overlaps with the Wi-
tooth 4.2 is robust

‘wave noise, thanks o lhe e trsquescy [

EMI itself can be either intentional or unintentional. This paper
focuses on the latter. Unintentional EMI may occur due to
the use of different communication protocols within the same
allocated bandwidih. For example, in [3) the author clearly
shows that in different parts of the world the aforementioned
wireless communication protocols can work within the same
frequency range which significantly increases the chances of

magnetic interference, EMI, Bectronng:
. ED, Contimous Wave naise, CW,
Towband interference, Broadband interfcrence, IEEE BﬂLllg
Bluctooth

the full RAT protocol for
Index Terms—NR-V2X, wj:mzuhd Reverberation room,
immunity characterization, simulations

¢ of test combinations.

W B

Development of an EMI Detector Based on an
Inverted Data Pair with Reduced Number of False

Negatives
Hasan Habib Tim Claeys Dries Vanoost
M-Group M-Group M-Group

KU Leuven Bruges Campus
8200 Bruges, Belgium
be

hasan. tim,

KU Leuven Bruges Campus
8200 Bruges, Belgium
be

KU Leuven Bruges Campus
8200 Bruges, Belgium
be

dri
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Absiact—This paper proposes a design of an EMI detector,  for sophisticated and safe electronic devices is continuously
based on an inverted data pair, for the detection of unwanted rising for mis inter-
channel can affect

with the aim to reduce the overall risks related to bit
errors on such a communication channel. The EMI detector can
detect generate
a warning, hich can help the system to follow a precautionary
procedure. The performance of the EMI detector is analysed
by simulating a random pattern of transmitted bits through
a wired channel in the presence of (continuous wave) EMI
with varying amplitude, phase, frequency and phase difference
between the lines in the inverted da formance
itself s determined by two main met
warnings when there is no bit error and,
(II) false negatives, the number of bit errors without any warning
given by the detector. An ideal EMI detector would have zero false
positives and zero false negatives. In this paper, the goal is mainly
to reduce the number of false negatives. The EMI detector can be
made by using low-cost electronics. It works quite effectively in
‘most of the cases and works better than other detectors presented
before in literature.
Index Terms—EMI Sensors, EMI Risk management, EMC,
functional safety

corrupt the
and a the cxtreme, cause a faal failure o the system [1].
For the same reason, Electro-Magnetic Compatibility (EMC)
Engineering and System Safety Engineering are both gaining
importance.

In many electronic devices, safety-related risks due to errors
in communication channels are critical, especially as we are
moving towards ¢.g. autonomous systems. For decades, wired
channels have played a pivotal role in the communication
networks and still represent one of the essential mediums
for electronic data transfer. The probability of disturbance in
wired channels due to EMI is continuously rising [2]. The
increase in the demand for sophisticated and safe transmission
channels, leads to the desire for the development of EMI
resilient communication networks. A number of techniques
have been proposed in the recent past to protect the data from
EMI [3]. Conventional methods used for the protection of
systems from EMI include shielding, filtering and grounding,

Risk Management of Wireless Communications
with regards to Electromagnetic Disturbances, An
Addition to IEEE1848 or a New Guide?

Tim Claeys
ESAT-WaveCoRE
KU Leuven Bruges Campus

Brug

Belgium

tim.clacys @kuleuven.be

Abs “This paper thy risk manage-
‘ment with regards to electromagnetic disturbances for the careful
use of wirel systems in the IEEE

The suggestions serve as a good base for risk management
with regards to electromagnetic dsmrhmm when using wireless
‘The

Wireles communications, Co-cxistence testing, heart beats and
diversity. Yet, a lot more technigues can be implemented and
used to increase the general dependability of the communication
link under electromagnetic interference. A set of techniques like
Spectrum management, antenna arrays, etc. is discussed. All these
techniques are sums elucidated. The radio equipment
directive (RED) is also shortly discussed with its regards to safety.
‘This paper has as a goal to show that a lack exists in risk manage-

the requirement of less errors then 10~ per hour to a safety-
critical network [6]. Specifically for safety-critical networks
in industrial networks, IEC61784-3 [7] has been written to
reach the Safety Integrity Level(SIL) 3 with, in most cases,
a black box approach and with the added countermeasures of
a Cyclic Redundancy Check (CRC), Numbering and Times-
tamping messages [6]. In [6], Peserico et. al. introduced a
first step of implementing the IEC61784-3 approach on an
industrial Intemet of Things (IloT). Although successfully

the wireless cannot deliver the
performance needed to fully enable safety-critical networks
via wircless communications yet. There have been many

ment for wireless with regards
and in-band
Index Terms—compor

testing.

Combining 2003 Voting and Hamming Error
Correction to Reduced the Occurrence of False

other it and research on industrial networks via
wireless communications [R1 101 an the tonics of its reliahil

v

EMI unsvoidably happens from time (0 time. According

i~ A1 i e laccifiad inte thee armnne: e,

Effectiveness of a Matched Filter to Cope With
Harsh Phase and Amplitude Modulated EMI

Jonas Lannoo @, Tim Claey\ ®, Dries Vanoost @, Jonas Van Waes ©, Student Member, IEEE,
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z matched

filter to cope with
that are phase and amplmldc modulated from wircless systems,
e.g., binary phase shift keying and quadrature amplitude modula-
tion. A wired communication channel between sender and receiver
that uses nonreturn-to-zero-level data encoding is disturbed by
those nearby wireless systems. A matched filter is used on the
wired communication channel to filter out the additional unwanted
wireless disturbance. The bit-error rate (BER) is calculated after
filtering and decoding the received voltages and is used as a metric
to compare different kinds of disturbances and different levels of
sampling The that the matched filter is very
effective when the carrier frequency of the disturbance is equal to
an integer multiple of the bit frequency and when not equal to the
sampling frequency. This sampling frequency is determined by the
bit rate of the desired signal and the oversampling factor on which
the matched filter is based. Finally, the filter gain at a BER of 0.1%
is determined. This gain shows that an oversampling of 4 times per
bit and using a matched filter already results in an average filter
gain of 10-15 dB.

Index Terms—Bit-error rate (BER), digital signal processing,

(EMI) risk matched

filter.

where safety is of utmost importance like autonomous robots
and cars, co-bots and hospitals nowadays comprise a huge set of
sensors and wireless electronics that have to work in a safe and
safety-critical manner. With the contemporary knowledge, one
would think that this is an easy task, but the reality is misleading
and disappointing. All these devices have to work scamlessly
together in an ly polluted ic (EM) en-
vironment, which is indeed not an easy task. Additionally, not
only the interference and coupling mechanism [which could be
(near/far) field coupling of EM waves depending on the distance
between victim and source] of i mnocem w:reles: devices but also
1-EM i

Comparative Study on AFH Techniques in Different

Interference Environments
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Abstract
ping (
prosimity and stmultancous operation of radio systems n the
2.4 GHz band is discussed. Tlu‘ main llgonthm: for AFH that

A compar-

In this paper the use of Adaptive Frequency Hop-
by the

trends and trade-ofts for different interference levels are dis.
cussed. Performance is analyzed in terms of collision frequency
and channel usage distribution frequency.

ovords - Bluctsots Low Energy, Froquency Huppiag,
Robustness

other types of i such as i
are important, where the goal is to disturb a system intentionally.
This is often done in malicious practices or for warfare purposes
where hundreds or thousands of volts per meter are used to
disrupt a system. The approach of adding a matched filter at the
receiver of susceptible communication channels could improve
the bit-error rate (BER) significantly, keeping in mind that other
hardware parts are necessary to protect the physical hardware
(gates/transistors/junctions/capacitors) [1].

To create a yslcm that is able to work perfeclly in an EM

L INTRODUCTION

In recent years, the concept of IoT (Internet of Things)
has become more and more popular. It is expected to be a
revolutionary update for information transfer in multiple di-
‘mensions. Smart devices would be allowed to conneet, trans-
fer and even make autonomous decisions on behalf of peo-
ple. This new technology is called "connectivity for any-
thing"[1], which is defined as to be able to connect any-
where, anytime and anything.

In order to achieve the connectivity for anything, wircless
communication is a must for IoT systems. This will intro-
duce a large number of wireless communication protocols

ing, M-Group, KU Leuven Bruges Campus
200 Bruges, Belgium
| Hans Hallez | Jeroen Boydens} @kuleuven.be

both of which help increase the performance of AFH [5].
Other frequency hopping algorithms, as shown in [6-8], de-
veloped by rescarchers from related domains also exist.

‘This paper makes a comparison between CSA #1 and #2
in different interferences. It shows how both algorithms react
to different environments. Our results will provide more in-
formation to help developers make a decision between CSA
#1 and #2. This paper will offer some ideas to help for the
future improvement of algorithms.

The paper is organized as follows. Section I1 presents the
channel selection algorithms in AFH technology in BLE.
Section 111 illustrates the experimental setup for the algo-
rithm simulation. In Section IV, the results of the simulation
experiments are demonstrated and analyzed, and some dis-
cussion about them are performed. Section V concludes the
paper. Section VI proposes future work.

1L ADAPTIVE FREQUENCY HOPPING
In this section, two different AFH techniques, in use by
BLE, are explained from a software algorithm point of view.

Their results will be compared in section I1L.

A. Basic Concept and Logic
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Abstract—In this paper we discuss the condition assessment
definitions previously used to analyse the effectiveness of Elec-
EMI) It is shown

that those definitions do not resemble the correct condition and
an expansion is needed. New expanded condition assessment
definitions are presented and evaluated in comparison with the
old ones for a two out of three majority voter system used in
an Electro Magnetic (EM) diverse system. The new definitions
provide a better insight into the effectiveness of EMI detectors
on its own or in correctors. We also discuss the use of the new
definitions in a multi-layer error detection and correction system.

be davy. .be

all electronic devices are vulnerable to electromagnetic distur-
bances leading to EM interferences (EMI). At the same time,
all E/E/PE devices generate electromagnetic disturbances. EMI
can corrupt the signal, and in extreme ca it can cause
fatal errors. In order to keep the devices in a safe operation
especially in harsh electromagnetic (EM) environments, a
focus on managing safety risks due to EM disturbances is

gaining more and more importance [1].
Advanced applications of smart devices are significantly
on the ication channel between the dif-

Index Terms—EM resilience, EMC, Risk EMI
detectors/correctors
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ferent devices and/or the outside world. The robustness and
resilience of the communication channel depends on_man:
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Ab.vlmcl—ln this paper, a mulﬂ_l.m scheme to increase
the safety of w
interference is evnllnltd The mulu-lnyer approach consists of a
voter based on three wired communication lines which are or are
not optimally time diverse. On a second layer, Hamming encodi

and decoding is implemented. Each separate technique and possi-
ble multi-layer approach is evaluated in simulation under a wide
range of single-frequency electromagnetic disturbances. A new
way of combining both layers s introduced, ie. using warnings
of the first layer in the second layer is presented. The results
show an increase in the safety of the communication system (i.e.
reducing the number of false negatives) when combining multiple
layers. As a bonus, the availability of the communication system

davy.pis

we can keep putting our trust in the correct and safe working
of future, complex electronic systems [2]. [3].

As recent as 2020, IEEE published a dedicated standard
IEEE 1848 detailing a large set of techniques and measures
to manage safety and other risks related to electromagnetic
disturbances [4]. These techniques and measures aim to
minimize, detect and/or correct errors that are caused by
electromagnetic disturbances. In IEEE 1848, both hardware
and software techniques and measures are considered. Over
the last years, several techniques and measures have been
studied in more detail with focus on their capability to increase

can alo be increased by combining multiple layers, if one ch
to.

Index Terms—Electromagnetic Interference (EMI), EMI-
resilience, EMI detector/corrector

L. INTRODUCTION

It goes without doubt that advancements in electronic
systems inevitably leads to more complex electromagnetic
environments and, as such, to more opportunities and increased
likelihood of Electromagnetic Interference (EMI) between
electronic systems [1]. At the same time, clectronic systems
are being used more and more for or within safety— or m

n-

the of the di channels inside
a complex system. In this paper, we will consider two of
these, namely a Triple Redundant Modular (TMR) system [S]
with a 2003 voter and channel coding [6]. While in previous
studies, both have been studied separately [7}-[10]. in this
paper, we want to investigate the possible advantages of using
both together [11].

In a TMR system, the same data is sent over three par-
allel traces. While TMR with 2003 voting has proven its
advantages for coping with random failures of components
due e.g. vibrations or ageing [3]. it struggles with coping
with the svstematic failures that are caused by electromagnetic
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