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What can go wrong?
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What can go wrong?

https://dronedj.com/2021/10/04/drone-light-show-fail-
video-china/
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What can go wrong?
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Let us have a look at wireless communications under 
electromagnetic disturbances!



Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore6

What does the European Law say about immunity 
testing of wireless communication?
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The Radio Equipment Directive

• What are the essential requirements
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The Radio Equipment Directive: 
EMC testing for radios => the EMC Directive
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The Radio Equipment Directive: 
ETSI EN 301 489-1
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The Radio Equipment Directive: 
ETSI EN 301 489-1
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The Radio Equipment Directive: 
Efficient use of the spectrum
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The Radio Equipment Directive: 
EN 300220
Emissions Immunity Other

Effective radiated power Receiver saturation at adjacent channel RX sensitivity level

Maximum effective radiated power Spurious response rejection

Duty cycle blocking Behavior at high wanted signal level

Occupied bandwidth Adjacent channel selectivity Polite spectrum access

Frequency error Bi-directional operation verification

TX out of band emissions

Unwanted emissions in the spurious domain

Transient power

Adjacent channel power

TW behavior under low voltage conditions

Adaptive power control
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The Radio Equipment Directive:
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What about in-band testing?
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If we would have an in-band testing standard,
will the wireless communications be safe then?
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The exploding test plan
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Can we use the EMC risk-based approach for wireless 
communications?



• Follows a thorough systems-engineering approach
• Assessment of: 

• the expected actual EM environment
• immunity and emission characteristics of equipment 

• Then: Implement necessary measures (incl. non-technical)
• Some parts/equipment will be hardened more, some others less compared to 

the “rule-based EMC-approach”
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Risk-Based Approach



• Not new, this is well known
• Goal is to make sure your device works for the given environment, not more, 

not less!

Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore19

Risk based approach

Applicable to wireless communications?
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Let us have a look at “EMC for functional safety” or 
“EM Resilience”



• Car-to-car
• Car-to-infrastructure
• Car-to-pedestrian
• Etc.
• Robust wireless communication 

(5G) is key element!
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Vehicle-to-X Communication
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What is EM Resilience

• “A system is resilient if it can adjust its functioning prior to, during, or following 
events (changes, disturbances, and opportunities), and thereby sustain 
required operations under both expected and unexpected conditions.” 

• Resilience of a safety-related system = the ability of the system to remain 
acceptably safe despite unforeseeable events

• Electromagnetic resilience is the term given to the new functional safety risk-
management discipline that describes how to use techniques and measures to 
manage functional safety risks as regards of electromagnetic disturbances

–Erik Hollnagel, author of the book “Resilience Engineering”
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So for us….

EM ResilienceRisk-Based EMC
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IEEE 1848 for wireless communications?



• Continuous transmission wireless communications
• Is TDMA enough?
• Can we use NOMA

• Co-existence testing and its lack thereafter in the EMC standards
• The use of heart beats
• EM diverse redundant channels
• The ANSI C63.27 co-existence standard and the AAMI TIR 69-2017 guide
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IEEE 1848 A.3.25: Careful use of wireless (radio) data 
communications 



• Spectrum management

• Use of near-fields

• Antenna arrays

• Wireless protocol diversity

• The use of specific interference avoidance techniques
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What can be added?



Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore27

What do we do @ KU Leuven campus Bruges?
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Dynamic avoidance of interference in Bluetooth Low 
Energy
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A Novel Method of Removing the Influence of 
Continuous Electromagnetic Wave Disturbances in 
OFDM Systems
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And many more…



Dependable Services @ FMEC

www.fmec.be

Faculty of Engineering Technology, M-Group, FMEC, ESAT WaveCore33

http://www.fmec.be/
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FMEC OFFERS CONSULTING 
RELATING TO

•EMC
•RED
•Functional safety
•Environmental testing
•...

3m Semi-Anechoic Chamber (SAC)

2 port 14 GHz Vector Network Analyzer

High-end Power analysis system 
for harmonic emission and Flicker Large 15 cm automotive stripline

https://iiw.kuleuven.be/brugge/m-group/task_forces/fmec/fmec-wip/copy_of_infrastructure/3m-sac
https://iiw.kuleuven.be/brugge/m-group/task_forces/fmec/fmec-wip/copy_of_infrastructure/vna/@@images/image/preview
https://iiw.kuleuven.be/brugge/m-group/task_forces/fmec/fmec-wip/Images/dsc01067.jpg/@@images/image/preview
https://iiw.kuleuven.be/brugge/m-group/task_forces/fmec/fmec-wip/Images/dsc01067.jpg/@@images/image/preview
https://iiw.kuleuven.be/brugge/m-group/task_forces/fmec/fmec-wip/copy_of_infrastructure/automotive-sl/@@images/image/preview
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• High frequency update
• Vector signal generator R&S SMM100A

• 100KHz-44GHz
• 500MHz baseband bandwidth
• Multi carrier CW
• IEEE802.11
• OFDM
• 5G NR

• Vector signal analyzer R&S FSVA3000
• 100KHz-44GHz
• 2GHz baseband bandwidth
• Vector signal analysis
• IEEE802.11
• OFDM
• 5G NR 



Research projects at 
European level
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Questions?
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