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Gartner Hype Cycle 2010

expectations

Wireless Power
Media Tablet
Augmented Reality C

Private Cloud Computing
Internet TV o

Speech-to-Speech Translation
3D Printing

Social Analytics ®
Mobile Robots —£3
Video Search
Autonomous Vehicles A
Extreme Transaction Processing
Tangible User Interfaces £

Terahertz Waves
Computer-Brain Interface —J¢

3D Flat-Panel TVs and Displays
4G Standard
Activity Streams
Q. Cloud Computing
Q Cloud/Web Platforms

Q Gesture Recognition

QAAMesh Networks: Sensor

Q Microblogging

® E-Book Readers
— Video Telepresence

Pen-Centric Tablet PCs 2

Electronic Paper ~Q .
~O Speech Recognition
Y Location-Aware Applications

® Predictive Analytics
Interactive TV

Internet Micropayment Systems
Biometric Authentication Methods

Broadband Over Power Lines

|
Context Delivery Architecture Virtual Assistants

Human Augmentation 2\

Mobile Application Stores
Idea Management

Consumer-Generated Media
Public Virtual Worlds

As of August 2010
Peak of
Technology Trough of Plateau of
Trigger Exm:;:i‘:ms Disillusionment Slope of Enlightenment Productivity
time >
Years to mainstream adoption: obsolete

Olessthan2years O2toSyears @ 5to 10 years

A more than 10 years @ before plateau



Gartner Hype Cycle 2011

expectations Internet TV
P Activity Streams NFC Payment .
Private Cloud Computing

Wireless Power A
Social Analytics } Augmented Reality
\A~—(Cloud Computing

Group Buying ) A
Gamification ~ @ Media Tablet
| R3D P"f‘t!'“g Q- Virtual Assistants
mage Recognition N
Context-Enriched Services -~ G:;:: reem:eryw[;e:‘ti:t;ise Management Systems
- Translati
Speech to—IS[;I):teecr:etr:fn '?:i:':grs‘ fe E\Aachine-to-Machine Communication Services ]
Natural Language Question Answen‘ng h Mesh Networks: S
Mobile Robots ~ @ pViesh Networks: Sensor Location-Aware Applications
"Big Data" and Extreme Information )
Processing and Management o
Speech Recognition
Social TV Predictive Analytics
Cloud/Web G , _—
Video Analytics for Customer Service f Platforms ~ § Mobile Application Stores
Compute "',B rain Interface & Hosted Virtual B Biometric Authentication Methods
Quantum Computing 4 Desktops ® Idea Management
Human Augmentation .y Virtual Worlds gs;gs::;r?zﬁ;n
3D Bioprinting E-Book Readers
As of July 2011
Peak of
Technology | Trough of Plateau of
. nflated Slope of Enlightenment
Trigger Expectations Disillusionment Productivity
time v
obsolete

Years to mainstream adoption:
Olessthan2years O 2to5 years

® 5to10years A morethan 10 years & before plateau



Gartner Hype Cycle 2012

expectations S aning
Wireless Power c lex-Event P ]
Hybrid Cloud Computing ® Somp ex-tvent Frocessing
HTMLS . \O® & Social Analytics )
Gami . Q— Private Cloud Computing
amification Application Stores
Big Data op ;
® Q Augmented Reality
Crowdsourcing Q- In-Memory Database Management Systems
Speech-to-Speech Translation Activity Streams
Silicon Anode Batteries—g  nternet NFC Payment
Natural-Language Question Answering —A v D Audio Mining/Speech Analytics
Internet of Things
| Mobile Robots—§ NF R —{Cloud Computing |
) Machine-to-Machine Communication Services |
Autonomous Vehicles A Mesh Networks: Sensor A
U
. 5D Scarmiens 1\ Gesture Control o Predictive Analytics
Automatic Content Recognition ' S hR it
O peech Recognition
® Consumer Telematics
. o O Idea Management
Volumetric and Holographic Displays 2 @ Biometric Authentication Methods
3D Bioprinting 4\ In-Memory AnalyticsQ . c izati
Quantum Computing £ | o, 4 onsumenization
Text Analytics .
Human A'ugmentation A\ n . Media Tablets
Home Health Monitoring Mobile OTA Payment
Hosted Virtual Desktops
Virtual Worlds
As of July 2012
Peak of
Technology Trough of . Plateau of
. Inflated c S Slope of Enlightenment i
Trigger Expectations Disillusionment Productivity
time v
Plateau will be reached in: obsolete

Olessthan2years O 2toSyears @ 5to10years A morethan 10 years & before plateau



Gartner Hype Cycle 2013

Consumer 3D Printing
expectations amieation
‘ Wegrable'UseEr Intt:r'f:aces .
Natural-Language Question Answering OIMPIX-EVOITOcesang
‘ [(Internetof Things ContentAnalytics
Speech-to-Speech Translation ~— In-Memory Database Management Systems
Mobile Robots D— Virtual Assistants
3D Scanners
Neurobusiness
‘ Biochips
Autonomous Vehicles
‘ Augmented Reality
Prescriptive Analytics Machine-to-Machine Communication Services ) e Predict W
Alfeclive Computing Mobile Health Monitoring N Sdicive Analydics
Electrovibration P _NFC Speech Recognition
Volumetricand Holographic Displays ) o LocationIntelligence
Human Augmentation QMesh Networks: Sensor Consumer Telematics
Brain-Computerinterface o) Cloud Biometric Authentication Methods
3D Bioprinting — @ Quantified Self <[ Computing o P Enterprise 3D Printing
. Activity Streams
Quantum Computin @
w e Gesture Control
In-Memory Analytics
Smart Dust A Virtual Reality
Bioacoustic Sensing A
| _ _ As of July 2013
s l':l?l:‘;;: Trough of Slope of Enlightenment Platosu of
Trigger Expectations Disillusionment Productivity
time v
Plateau will be reached in: obsolete

Olessthan 2years ©2toSyears @5to10 years A morethan 10 years @ before plateau



Gartner Hype Cycle 2014

expectations
Y|

Speech-to-Speech Translation
Autonomous Vehicles

SmanAadvisors

Data Science ©
Prescriptive Analytics

Neurobusiness 2

Biochips

Internet of Things |

Natural-Language Question Answerng
\Wearable Userinterfaces

Consumer 3D Printing
Cryptocurrencies
Complex-EventProcessing

O In-Memory Database Management Systems
O Content Analytics

QHybrid Cloud Computing
Gamification
Augmented Reality

Affective Computing

SmartRobots Speech Recognition

3D Bioprinting Systems achineto-Machine Consumer Telematics
Volumetric and Holographic Displays / Communication 3D Scanners
Software-Defined Anything Senices
Quantum Computing o : : -
Human Augmentation—7&% o, antified Self Mobile Health Enterprise 3D Printing
Brain-Computer Interface Activity Streams

(ConnectedHome In-Memory Analytics

Gesture Control
Virtual Reality

( Cloud Computing
NFC

Virtual Personal Assistants SmantWorkspace

Digital Sgcurity
BioacousticSensing A
As of July 2014
. Peak of
Innovation Trough of a Plateau of
Trigger £ xlnflal letgns Disillusionment Slope of Enlightenment Productivity
time a4
Plateau will be reached in: obsolete

Olessthan 2years ©2toS5years @5to10years A morethan 10years @ before plateau



Gartner Hype Cycle 2015

Advanced Analytics With Self-Service Delivery

e tions Autonomous Vehides
‘ Internet of Things
SmantAdvisors - OR8N peechdo-Speech Translaton
Micro Data Centers ®— Machine Leaming
Digital Dexterity Wearadles
Software-Defined Securi Cryptocurrencies
Neurobugmssw Consumér 3D Printing
Catzen Data Science Natural-Language Question Answerng
| Biochips — \)
1oT Platform 5

onnecledHome 3.

Affective Computing

SmartRobols
30 Bloprinting Systems for Organ Transplant Q Hybrid Cloud Computing
Volumetric Displays
Human Augmentation
Brain-Computer Interface @
Quantum Computing Augmented Reality " Enterprise 30 Printing
Gesture Control
i . i Vinual Reality
ENoScoNsicSeneing Cryptocurrency Exchange Y Autonomous Field Vehicles
People-Literate Technology
Digital Securi
% =g Vitual Personal Assistants
SmanDust
As of July 2015
Peak of
Innovation Trough of Plateau of
Inflated gt Slope of Enlightenment
Trigger Expectations Disillusionment Productivity
time v
Plateau will be reached in: obsolete

Olessthan 2years ©2toS5years @ 5to 10 years

A morethan 10 years @ before plateau



loT Definition by ITU-T

A dynamic global network infrastructure with self-
configuring capabilities based on standard and
interoperable communication protocols where physical and
virtual “things”

* Have identities, physical attributes, and virtual
personalities

* Use intelligent interfaces
* Are seamlessly integrated into the information network

e Often communicate data associated with users and their
environments



loT Architecture by ITU-T
e | | - |\ | |

~

Application e
I aF;E.r IoT Applications
.
loT Business Process Management i
Management Security
agugs [
Capabilities o 2 Business Process Business Process Management
g 5 E Modeling Execution
QoS Manager ﬁ 5 ﬁ Authorisation
:] 2 - Virtual Entity
5 Key Exchange &
Device Manager £ VE & IoT Service " Management
2 VE Resolution Monitoring VE Service
Q =
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3 e Service
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2882 = applicagch IoT Service Resolution IoT Service Management
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http://www.internet-of-things-research.eu/documents.htm



2.2
2.3
2.4

2.5

3.1

loT Use Cases by oneM2M

Agriculture
Energy

Wide area energy related measurement/control system for advanced
transmission and distribution automation

Analytics
Smart meter reading

Environmental monitoring of remote locations to determine
hydropower

Oil and gas pipeline cellular/satellite gateway
Enterprise
Smart building

Finance



5.1
5.2
5.3

7.1
7.2
7.3
7.4
7.5

loT Use Cases by oneM2M

Healthcare

M2M healthcare gateway

Wellness services

Secure remote patient care and monitoring
Industrial

Public services

Street light automation

Devices, virtual devices and things
Car/bicycle sharing services

Smart parking

Information delivery service in the devastated area



3.1
8.2
8.3
8.4
8.5
8.6
8.7

loT Use Cases by oneM2M

Residential

Home energy management

Home energy management system (HEMS)

Plug-in electrical charging vehicles and power feed in home scenario
Real-time audio/video communication

Event triggered task execution

Semantic home control

Semantic device plug and play

Retail



loT Use Cases by oneM2M

10 Transportation

10.1 Vehicle diagnostic and maintenance report
10.2 Remote maintenance services

10.3 Traffic accident information collection

10.4 Fleet management service using digital tachograph (DTG)



11

11.1
11.2
11.3

11.4

11.5
11.6
11.7

11.8

loT Use Cases by oneM2M

Other
Extending the M2M access network using satellite
M2M data traffic management by underlying network operator

Optimized M2M interworking with mobile networks (optimizing
connectivity management parameters)

Optimized M2M interworking with mobile networks (optimizing
mobility management parameters)

Sleepy node
Collection of M2M system data

Leveraging broadcasting/multicasting capabilities of underlying
networks

Leveraging service provisioning for equipment with built-in M2M
device



Complexity Levels of loT Systems

Level Node Analysis | Storage Example

1 Single Local Local | Home Automation

2 Single Local | Cloud |Smart Irrigation

3 Single Cloud | Cloud |Vibration Monitoring

4 Multiple Local | Cloud | Noise Monitoring

5 MUIUI.OIe * Cloud | Cloud |Forest Fire detection

Coordinator

Multiple +

6 Centralized | Cloud | Cloud |Weather Monitoring
Controller

http://www.internet-of-things-book.com/




loT Protocols

6LoWPAN [Pv6 over Low power Wireless Personal Area Networks

AMQP
CoAP
DDS
HTTP
JMS
MQTT
REST
WAMP
XMPP

Advanced Message Queuing Protocol

Constrained Application Protocol

Data Distribution Service

Hypertext Transfer Protocol

Java Message Service

Message Queue Telemetry Transport

Representational State Transfer

Web Application Messaging Protocol (over WebSocket)

Extensible Messaging and Presence Protocol



loT Connectivity Protocols

Internet

N
AMQP
JMS
REST/HTTP
DDS
MQTT \\’g
N
COAP
v %

<> :
D N
Ll T |
S 2 = =
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& @ 6lLowPAn & O
W N zigseer .' ‘,
BlueTooth i i
NN

http://www.prismtech.com/download-documents/1561
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loT Protocols

- Data Storage / Retrieval
” Data Aggregation

/ Processing
7 Session

/ Communication

Transport
- Link Protocol Layer
Protocol lanscape for loT
from device to business processes
Antony Passemard - Connectivity
v2-Feba,2014

https://entrepreneurshiptalk.wordpress.com/2014/01/29/the-internet-of-thing-protocol-stack-from-sensors-to-business-value/
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Request-Response by REST(ful) API

REST: Representational State Transfer
API: Application Programming Interface

Client Server

Request (GET, PUT, POST, DELETE) with payload (JSON or XML)
>

Response (JSON or XML)

Request (GET, PUT, POST, DELETE) with payload (JSON or XML)

>

Response (JSON or XML)




Exclusive Pair by WebSocket API

for Low-Latency or High-Throughput Requirements

Client Server
Request to set up WebSocket connection
>
Response accepting the request
.
Data frame
>
Data frame
.
Connection closing request
>
Connection closing response
.

27



Publish-Subscribe Communication

Publisher

Sends
messages
to topics

Broker

Topic 1

Subscribers:

Consumer 1
Consumer 2

Consumer 1

>

Topic 2
Subscribers:
Consumer 3

Consumer 2

Consumer 3

28



What is an API?

* APl is a set of routines, /lighting
ller.
protocols, and tools for controter.py
buildi ft db.sqlite3
uilding software lighting
applications settings.py
* |t specifies how software urls.py
components interact and are Manage.py
: /myapp
used when programming admin.py
graphical user interface (GUI) models.py
components serializers.py
« Example: Django REST /templates
/myapp

framework !
index.html

views.py



Demonstration

* Raspberry Pi, breadboard, wires, Python, and Django

— Smart lighting: LED, light-dependent resistor
(LDR), 1kQ/10kQ resistors, analog-to-digital
converter (ADC, e.g., MCP3008), and SQLite3

— Smart parking: Ultrasonic sensor (e.g., HC-SR04),
1kQ resistor, and MySQL



Cloud Computing

e laaS (Infrastructure as a Service)

— Amazon Web Services (AWS), Google Compute
Engine, Microsoft Azure, DigitalOcean, etc.

e PaaS (Platform as a Service)

— Beebotte, Carriots, GroveStreams, ThingSpeak,
Xively, etc.

e SaaS (Software as a Service)

— Automatic, Cardiio, Hue, Nest, SmartThings, etc.



loT Value Chain and Business Case

Component\ \Connectivity, Software,
Sensors, Things nfrastructure, Platforms, Services

Semiconductors Gateway Analytics

The loT can enable transformation of business and industry
Enterprises can experiment with small-scale projects to gauge
benefits while also monitoring what is happening in other
industries, as a source of ideas

A compelling business case and justifications must be
developed, quantified, and articulated before large-scale
deployment can happen

Source: Jim Tully, Gartner, Inc.



Value of Barometric Pressure Data

Downstairs

111111111



Personal Health Device
Communication (PHDC)

IEEE 11073
@IEEE PHD Communication BIuetoc_:th L2
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Privacy Management

Fair and authorized processing of Personally
|dentifiable Information (PlI)

* Collection, storage, use, organization,
recording, alignment, combination, disclosure
by transmission, consultation, erasure,
destruction, alteration, etc.

* Any data that identifies an individual or from
which identity or contact information of an
individual can be derived



Patient

Consent

Receptionist
|
|
|
I
|
|
I
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|
I

GetHistory()

oDoctor()

e—————————————————)———————————————————+———————

IsRegisteredPatient()

Access
|
|
s
1

vV,

GivelLegealBindingAgreement

VerifyDoctorAccess|()

Security : daat

|

|

]

e e ————
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|
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" S — -
e L

Privacy Management Sequence

ViewHistory()

|
I
I
|
:
I
I
I
:
I
:
I
I
I
:
I
:
I
:
:
I
I
I
I
:
:
I
6
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Privacy by Design

OASIS 19

OASIS Privacy by Design Documentation for

Software Engineers (PbD-SE) TC

‘ RACI Definitions

* Who is Responsible

* The person who is assigned to do the work

e Who is Accountable

ﬁ

* The person who makes the final decision and /
has the ultimate ownership /4

e Who is Consulted

* The person who must be consulted beforea
decision or action is taken

'
4

e Who is Informed

* The person who must be informed that a
decision or action has been taken

-

OASIS: Organization for the Advancement of Structured Information Standards

'
7

RACI Chart for OASIS PbD-SE Methodology (WIP)

PbD-SE Documented Software  Privacy Project Mgmt. Third
Methodology Activity Engineer Resource Mgmt. Party
Step
3.1 Assess Document Privacy
Organization-  Policy RA|C] ne I d
al Readiness Document
Document Privacy
Roles/Training I RA| Ai I
Program in
Organization
3.2 Scope Document
Privacy Functional Privacy m m AE ﬂl ml E
Requirements Requirements &
& Reference hooks to Reference
Architecture  Architecture
3.3 Conduct Document Business
Risk Analysis ~ Model with Personal Al

on Use Cases

Data Flows

analysis (incl. threat

RAIC
Document Risk m ME

models, PIA)
3.4 1dentify  Document I R]] Al I
Privacy privacy resource
Resource allocation to SE team
Allocation
3.5 Create Document RACI RE Al -
RACI for assignment to
Producing artifact production
Artifacts
3.6 Customize Document Privacy
Privacy Architecture m E E ﬂ 1 I
Architecture
3.7 Conduct Document Review of m Al -
Periodic Artifacts throughout
Review the PDLC
3.8 Execute Document testing m Al -
Code Testing  and evaluation for
& Privacy privacy usability -
Evaluation metrics
3.9 Create Document plan for Z!E E!I! I I
Retirement retirement of
Plan software solution

3.10Sign-off

Document sign off RA|C RA|C RA|C AlC

with checklist
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Summary

loT is not about adding connectivity to all things
— Not all data sent to the cloud

loT is about how sensors, devices, things, and
services can be integrated to create value

Value is extracted by making sense of data, turning it
into knowledge and meaningful action

Access to data shall have differential restrictions



